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ABSTRACT
Current understanding of mobile apps privacy is mostly
based on studies conducted in markets with the highest pene-
tration of Internet-connected mobile devices among the gen-
eral population, such as the US. However, such studies may
not represent well the mobile apps privacy situation in the
rest of the world. For example, China and India have a lower
penetration, but a higher number of mobile Internet users
than the US, making them notable markets. To give an idea
of how mobile privacy may be differently affected in other
countries, we analyze the 100 most popular iOS and Android
apps in India and China, and compare them with the US. Key
findings from our analysis show that China and India have a
worse overall privacy situation than the US, and that China
has a worse overall privacy situation than India.

1. INTRODUCTION
The use of mobile apps on Internet-connected mobile

devices has always raised the question on how they af-
fect the privacy of their users. Studying the privacy of
mobile apps in general is not easy since the application
ecosystem depends on: (i) the operating system (OS),
(ii) the region in which the app if offered. Although
the OS is typically considered, most existing studies
mainly focus on western countries. One reason is that
they have typically the highest percentage of mobile In-
ternet users: the penetration of mobile Internet among
the general population in the US in 2017 was 73% [31].
However, the situation in the rest of the world is not
the same. For example, in China such penetration was
47% [29], and in India it was 24% [30].

In this work, we advance the state of the art by in-
vestigating what privacy differences there are between
one of the most studied mobile app markets (i.e., the
US one) with some of the fastest growing, highly pop-
ulated, and differently regulated international markets.
We found that China and India fulfill these require-
ments. Both of these countries have different customs,
cultural roots and privacy laws when compared to the
US; moreover, their markets evolved in different ways,
resulting in different sets of apps and apps popularity.
China has also notable particularities: due to local laws

and strict Internet control, it has not only different apps
when compared to the US, but also the widespread use
of unofficial app stores, due to the unavailability of the
Google Play store in the Android platform.

Our main goal is to analyze the privacy differences
between the top US mobile apps and the top apps of
China and India. Understanding such differences can be
of critical importance by different types of stakeholders:
(i) persons or organizations living in such markets or
using apps from such markets; (ii) local governments
and policy-makers to define new regulations; (iii) re-
searchers as motivation to spend more effort in consid-
ering additional countries in follow-up research.

As personal information, by definition, is dissemi-
nated to the Internet from mobile apps, we focus our
measurements on the network traffic. In our experi-
ments, we gather network traffic (both cleartext and
encrypted) from manual interactions with the 100 most
popular apps available in the US, in China, and in In-
dia. We then use ReCon [26], which leverages machine
learning algorithms, to detect any PII (Personally Iden-
tifiable Information) dissemination in the network traf-
fic. In the privacy analysis, we consider the amount
and type of disseminated PII, the destination of such
information (first party vs third party), and whether
such information was sent encrypted or not. Our re-
sults show that popular apps from each country expose
user privacy in different ways, different amounts, and to
different parties, thus confirming our hypothesis that re-
sults from privacy studies in a mobile app market may
be difficult to generalize.

Overall, we have found that, according to the privacy
metrics we defined, China and India have both a worse
privacy situation than the US, with China having a sig-
nificantly wider gap, and India sharing several similari-
ties with the US. We correlate these findings with symp-
toms of possible technological lag of China’s apps com-
pared to other markets. For example, in China we have
measured a lower adoption of Google guidelines [13] and
lower adoption of encrypted protocols over secure ones,
which in a previous study [25] has been correlated with
outdated apps. We have also correlated our findings
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with local regulations. For example, China tends to use
local advertising and analytics (A&A) services as op-
posed to international ones, probably as a result of its
stricter Internet controls, whereas India, which suffers
from unenforced privacy laws [17], shows both a wide
range of local and international A&A services.

2. RELATED WORK
Mobile App Privacy. Early studies showed that
popular mobile apps expose location, usernames, pass-
words, and phone numbers [32], demonstrating the need
for further investigation. Then, follow-up studies ob-
served similar behavior at scale [33, 20, 26]. Several ef-
forts systematically identify situations in which PII are
diffused over the Internet, and develop defenses against
them [26, 36, 15, 5, 10, 34, 21, 12, 16, 35, 37, 4, 14, 8].
One problem of these studies is that, although they are
successful in demonstrating that privacy in mobile apps
is a problem, their measurements lack an international
perspective, which is what this work addresses.
Mobile Privacy Dynamics. Understanding what af-
fects mobile privacy has been widely studied across sev-
eral dimensions. Some studies focused on the web app
vs native app dimension [19, 23], thus comparing the
privacy variances between mobile applications and their
web counterparts. Other studies focused on the OS di-
mensions [26], thus analyzing the differences in privacy
between the same apps deployed for different OSes. An-
other dimension that has been analyzed is time, i.e., how
the privacy of apps changes overtime [25]. In this work,
we provide insights for a new international dimension,
starting with the case of China and India.
Mobile Experimentation Methods. There are two
main techniques for analyzing mobile app privacy. The
first is based on static [6, 28, 27] and/or dynamic [11]
analysis, meaning that the app code (static) and/or its
runtime execution trace (dynamic) are inspected to de-
tect access and dissemination of PII stored or sensed
by the devices. This technique is hard to employ since
it needs modification of mobile OSes or access to app
code. The second is based on network traffic analysis,
where app functionalities are tested, and the resulting
network traffic is analyzed. The idea behind network
traffic analysis is that PII exposure almost always oc-
curs over the Internet. Testing app functionalities for
network traffic analysis can either be done automati-
cally or manually. Automated approaches are popu-
lar for scalability reasons [22, 14, 7]. However, they
do not work well in every situation, for example they
cannot automatically explore apps that require signing
in [9] and they are more prone to miss exposing PII [26].
Since in this work we prioritize accuracy and also con-
sider apps requiring sign-in, we use manual tests.
Network Traffic Analysis Approaches. Network
traffic analysis has the benefit of being agnostic with re-

spect to platforms and OSes, but it requires the ability
to reliably identify PII (which may be encrypted and/or
obfuscated) in network traffic. Several approaches sup-
port TLS interception to access plaintext traffic to
search for PII, but differ in what they search for: most
approaches need to know in advance the list of PII they
are looking for [24, 28, 18], whereas ReCon [26] does
not, since it uses machine-learning to infer a broader
range of PII. The explanation is that, not relying on a
predefined list of PII allows the approach to detect PII
in situations where they are encoded differently (e.g.,
GPS location), unpredictable (e.g., user input), or en-
crypted. In order to maximize the number of PII we
can detect, in this work we will use ReCon [26].

3. METHODOLOGY
Our approach can be summarized as follows. We first

select the 100 most popular apps for iOS and Android
from each country (US, China and India). Then, we
manually interact with each app and collect all the traf-
fic it has sent over the Internet. Finally, we analyze such
traffic to determine the PII contained, its destinations,
and whether it has been sent in plaintext or encrypted.

3.1 Selecting Mobile Apps
The first step to our experiments is to select mobile

applications. Since our goal is to gain insights on the
privacy practices of mobile applications that are preva-
lent in China and India with respect to the ones preva-
lent in the US, we select popular apps that are used by
the majority of the population. In the case of iOS, we
use, for all three countries, the list of the top 100 apps
ranked as most popular by Apple in its official App
Store. In the case of Android, we use the same criteria
with the Google Play Store for the US and India. For
China, since the Google Play Store is not available, we
use the top apps available in the most popular unofficial
stores, which provide a ranking based on the number of
downloads: Tencent MyApps [3] and 360 Mobile Assis-
tant [1]. When selecting apps from multiple stores, such
in the case of China, we consider the first 100 highest
ranked apps that appear on either or both stores.

3.2 Experiments
Testbed Setup. Our experiments involved one Nexus
5 with Android 6 and one iPhone 5 with iOS 10 for
apps in India and the US, one Nexus 5 with Android 6
and one iPhone 5s with iOS 10 for apps in China. Each
device is pre-configured with Mitmproxy [2] to intercept
both HTTP and the plaintext content of HTTPS traffic.
Before each interaction, we uninstall all non-stock apps
and clear caches from previous experiments.
Manual Interaction. Each experiment consists of
manually interacting with a given app for five minutes
and test all the main features. For each app requiring
a login, we created a new account using a previously
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unused email address. The traffic generated to create
new accounts is not considered in our analysis.

3.3 Identifying Privacy Metrics
As established in previous work [25], we first separate

network traffic into network flows, each one defined as
a single outgoing HTTP or HTTPS request, then – for
each flow – we identify the following metrics:

• PII, which measures the number of PII and PII
types included in the flow;

• communication protocol, which can be either
HTTP or HTTPS;

• destination domain party, which can be either
first-party (when such domain is related to the app
provider) or third party (when such domain is not
related to the app provider, for example advertise-
ment and analytics services).

PII Identification. To identify PII we use ReCon [26],
which uses a machine learning algorithm for effective
PII identification without knowing the PII values in ad-
vance. Not needing PII values in advance allows us, for
example, to detect GPS locations with different pre-
cision levels, passwords hashed in different ways, de-
vices IDs encoded in non-standard ways, user input,
etc. Most of these variations would be missed if we
simply search the traffic for PII using a string-matching
approach against known PII values. Once we have iden-
tified the PII, we classify each PII according to a type.
We use types to group different PII containing the same
type of information. The full list of PII types we con-
sider is reported in the first column of Table 3.
Protocol Identification. We distinguish if a flow is
HTTP or HTTPS using the output provided by Mitm-
proxy [2]. In our setup, we instrumented Mitmproxy to
collect HTTP(s) flows that are transmitted over stan-
dard ports (i.e., 80, 443, and reasonable variations).
Destination Domain. To classify the destination do-
main of a network flow, we match the second level part
and the WHOIS information for such domain against
the app name and the app organization name that gen-
erated the flow. If a match is found, such domain is
considered a first-party, otherwise it is a third-party.

4. RESULTS
In this section, we describe our dataset and compare

the measured privacy metrics by market, where we de-
fine market as a combination of country (US, China,
India) and mobile OS (iOS, Android).

4.1 Dataset Description and Summary
We consider the 100 most popular apps in each mar-

ket on August 2017, with experiments running between
August and November 2017. Table 1 shows which apps
overlap among different markets. As we can see, the
set of popular apps from China is disjoint from the US

OS C1 C2 # Shared Apps
US CN 0 -

Andriod US IN 8

Amazon Kindle, Amazon Shopping,
ESPN, Fitbit, OkCupid,
Peel Smart Remote, Pinterest,
SURE Universal Smart Remote.

CN IN 0 -
US CN 0 -

iOS US IN 7
Google Translate, Medscape,
Nike+ Run Club, Pinterest,
Sarahah, Tinder, Waze.

CN IN 1 UC Browser.

Table 1: Common apps for each region, by OS.
We can see that regions have very few apps in common.

Market Flows
PII
flows

PII in-
stances

PII
types

3rd-party
domains

Cleartext
flows

CN Android 57.7K 19.5% 19,773 12 362 79.1%
CN iOS 61.1K 15.0% 12,209 6 363 52.2%

IN Android 7.5K 29.9% 3,290 14 234 30.8%
IN iOS 19.8K 16.3% 3,949 9 335 21.1%

US Android 12.4K 14.1% 2,369 12 262 25.7%
US iOS 20.5K 7.8% 1,847 8 286 23.4%

Table 2: Summary by market. For each market,
we first show, from left to right, the following: (i) the
number of flows generated by the top 100 apps; (ii) the
percentage of flows containing at least one PII; (iii) the
number of PII instances found; (iv) the number of PII
types found; (v) the number of second-level third-party
domains that have been contacted; (vi) the percentage
of cleartext flows. Higher numbers (as in the case of
China) represent higher privacy exposure.

and has only one app in common with India in the iOS
market. In the case of India, we can see 7 (iOS) and 8
(Android) common apps with the US, meaning that also
in this case, the set of apps is mostly disjoint. These dif-
ferences in app popularity explain some of the privacy
differences we will find in our analysis.

A summary of the data we measured is reported in
Table 2. For each market, we can see the total num-
ber of flows we measured, the percentage of them con-
taining at least one PII instance, the number of PII in-
stances, the list of types of such PII instances, the num-
ber of third-party domains contacted, and the percent-
age of cleartext flows. This summary clearly shows that
China has in general the highest numbers, followed by
India, and then the US. This means that, under the as-
sumption that such metrics are correlated with privacy
risk [25], China may be riskier than India, and India
may be riskier than the US, from a privacy perspective.
The remainder of this section will do a more detailed
analysis of our dataset to explain possible causes and
privacy implications of these patterns.

4.2 PII Dissemination Analysis
Amount of PII disseminated. By looking at the
percentage of the flows containing at least one PII and
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Android iOS
PII Type US CN IN US CN IN
Google Ad ID 84.7% 22.3% 87.3% 0 0 0
GSF ID 74.1% 0 58.2% 0 0 0
Android ID 62.4% 67.0% 83.5% 0 0 0
Location GPS 40.0% 47.9% 44.3% 39.7% 51.2% 51.8%
Email 36.5% 62.8% 63.3% 13.2% 0 42.4%
Zip Code 10.6% 0 1.3% 4.4% 0 4.7%
Gender 5.9% 22.3% 12.7% 11.8% 13.8% 27.1%
IMEI 4.7% 79.8% 10.1% 0 0 0
MAC Address 1.2% 31.9% 2.5% 0 0 0
Serial Number 1.2% 23.4% 10.1% 0 0 0
First Name 1.2% 1.1% 19.0% 4.4% 7.5% 24.7%
Phone Number 0 2.1% 11.4% 0 0 28.2%
Last Name 0 0 13.9% 2.9% 0 16.5%
iOS Ad ID 0 0 0 82.4% 88.8% 95.3%

Table 3: PII type transmitted by apps in each
market. Bold values represent the most disseminated
PII types. Notable is the high dissemination of hard-
ware identifiers in the Chinese Android market.

the total number of PII instances transmitted in Ta-
ble 2, we can see that both China and India have a
higher amount of PII dissemination for both Android
and iOS when compared to the US, making them riskier.
In the comparison between China and India we can see
that India has a higher percentage of flows with PII,
while China has a higher number of PII instances. This
means that a flow from India has a higher probability
to contain a PII, while an app in China is likely to share
more PII in absolute terms.
Type of PII disseminated. The “PII types” column
of Table 2 shows that Android shares more PII types
than iOS across all markets, moreover we can see slight
differences between countries. To better understand
such differences, we show in Table 3 how the actual set
of PII types differs among markets. In the case of An-
droid markets, we notice that location is disseminated
in a comparable way among the three countries, while
the other types follow many different patterns. For ex-
ample, apps in India have a higher tendency of dissem-
inating personal information such as names and phone
numbers when compared to the other countries. We also
notice that in the Chinese Android market the Google
Ad ID has a very low dissemination rate (22.3%), while
in the other countries it is over 80%; on the contrary,
China has a very high IMEI dissemination rate (79.8%),
while the other countries have 10% or less. The same
pattern can be seen with other hardware identifiers such
as MAC Address and Serial Number. Sharing hard-
ware identifiers is a serious privacy problem since they
cannot be easily changed by users. Previous work [25]
reported that new Android apps and new versions of
existing Android apps are moving from IMEI and other
hardware identifiers to Google Ad id, following Google
guidelines [13]. Therefore, having a high amount of apps
transmitting hardware identifiers may be a symptom
that the development of top Android apps in China is
lagging with respect to adopting Google guidelines.

Takeaways. A takeaway from this analysis is that,
with respect to the quantity of PII disseminated, China
is worse than India and India is worse than the US,
where by worse we mean more chances of privacy viola-
tions regarding PII. Regarding the type of PII dissemi-
nated, we see in general too much diversity to support
any meaningful generalization. We can, however, say
that apps targeted at different global audiences share
some types of PII collection, but differ in others. To
support this, we show in bold in Table 3 the measure-
ments for the markets with the highest PII dissemina-
tion, and therefore privacy risk, for a specific PII type.
Another takeaway is the delayed adoption of the Google
guidelines on Android identifiers, which is a symptom
of technological lag concerning mobile apps.

4.3 Third Parties Comparative Analysis
Number of contacted third parties. To compare
the contacted parties we have grouped all actual do-
mains according to their second-level domain name, and
then determined whether each one is a first party (i.e.,
the app provider) or a third-party (i.e., anything that
is not the app provider) using the approach described
in §3.2. By looking at the “3rd-party domains” column
of Table 2, we can see that China’s apps contact more
third parties domains than the ones of the US and In-
dia for both OSes, while India’s apps contact less third
parties than both China and the US. Third parties, by
our definition, are distinct entities with respect to the
app provider (with whom the user has a direct relation-
ship), therefore we consider a privacy risk to give third
parties any data. Based on this consideration, we con-
sider China riskier than the US and the US riskier than
India, with respect to the number of third parties.
Third-party domains by app. Table 4 shows the
number of apps that contacted each particular third-
party domain. By analyzing the table we can notice
that Chinese markets contact different third-party do-
mains when compared to the US and Indian markets.
For example, Google, Crashlytics, Appsflyer, Cloud-
front, and Amazon AWS dominate the US and Indian
markets, while their appearance is marginal in the Chi-
nese market, where domains like Umeng, QQ, Baidu,
Taobai, etc. are much more popular. We also spot
significant differences between the US and Indian mar-
kets. For example, India has a higher number of Google-
related third-parties with respect to the US. These re-
sults show that the “third-party ecosystem” is heavily
regional and that third-party domain analyses that are
specific for a region cannot be necessarily generalized.
PII types similarities by domain. In Table 5 we can
see that there is a significant overlap of commonly con-
tacted domains among markets. This raises the ques-
tion of how similar the PII types sent across these com-
mon domains are. Figure 1 answers this by showing
the Jaccard similarity index for PII types shared to the
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Android iOS
Domain US CN IN US CN IN

google.com 78 46 79 3 1 11
crashlytics.com 49 10 58 2 1 4
appsflyer.com 25 4 16 19 5 24

doubleclick.net 20 6 17 39 4 39
googleadservices.com 18 14 34 20 10 31

googleapis.com 16 71 0 19 4 25
cloudfront.net 14 0 31 17 0 21

amazonaws.com 13 0 20 21 0 18
moatads.com 12 1 4 14 0 4

branch.io 11 0 10 1 0 0
scorecardresearch.com 10 1 11 22 0 10

facebook.com 9 7 0 11 1 24
umeng.com 5 38 2 0 37 4
gstatic.com 5 3 0 23 3 25

google-analytics.com 4 12 0 25 5 46
googlesyndication.com 3 2 0 31 3 27

mopub.com 3 0 2 22 0 14
flurry.com 2 2 0 13 2 22

qq.com 1 48 1 3 60 2
baidu.com 0 41 0 0 28 0
taobao.com 0 29 1 0 19 2
amap.com 0 26 0 0 5 0
qlogo.cn 0 24 0 0 30 0

irs01.com 0 17 0 0 4 0
igexin.com 0 17 0 0 1 0
gtimg.cn 0 16 0 0 13 0

alipay.com 0 15 1 0 13 2
weibo.com 0 11 0 3 55 3

p3-group.com 0 0 22 0 0 0
apple.com 0 0 0 97 74 82
icloud.com 0 0 0 4 15 22

Table 4: Third party domains by number of apps
across markets.∗ Values corresponding to the markets
in which a domain is contacted by the most apps are
reported in bold. US and India share some similarity,
while China has very different third party domains.
∗We only show domains among the top 10 most con-
tacted domains by number of apps in at least a market.

same third party domains across every pair of coun-
tries. From the figure we can see the following trends:
US/India and China/India have the highest similarities
for Android and iOS, while China/India (Android) and
US/China (iOS) have the lowest similarities. Since the
results vary heavily by OS and country, we cannot con-
sistently say whether the same third parties collect the
same/different PII types across markets. However, we
can see enough PII type similarities to claim that com-
mon domains, due to their presence in more than one
market, may be able to track a user that moves from a
country to another.
Takeaways. The main takeaway from this analysis is
that, from a quantitative point of view, China’s top
apps are riskier than the US ones since they share data
with more third parties, while India’s ones are less risky
for the same reason. We have also noticed a much more
different set of third parties in the case of China. A

OS C1 C2 #Domains #1st Party #3rd Party
US CN 33 0 33

Andriod US IN 98 7 91
CN IN 33 2 31
US CN 44 0 44

iOS US IN 137 11 126
CN IN 89 1 88

ALL 10 0 10

Table 5: Common domains among markets. We
can see that Indian domains have much more similari-
ties to the US ones than to the Chinese ones.

possible explanation is that China has much tighter In-
ternet controls than India and the US, resulting in a
proliferation of locally regulated third parties (i.e., ad-
vertising and analytics service providers) with respect
to international ones.

4.4 HTTPS Adoption Analysis
Encrypted Flows Analysis. The “Cleartext flows”
column of Table 2 shows that the Chinese market has
the largest fraction of cleartext (HTTP) flows, followed
by India, and then by the US. Having a high amount
of cleartext HTTP is risky from a privacy perspective
since such traffic can be intercepted.
Destinations Analysis. Figure 2 analyzes how HTTP
and HTTPS capabilities are distributed by destination
party, i.e., the percentage of domains that are contacted
using HTTP, HTTPS, or both. This analysis is impor-
tant to understand if cleartext traffic is mostly due to
domains related to the apps providers (first-party) or
to external third-party services. In the case of China,
we have the highest percentage of contacted domains
that only support HTTP among all countries, for both
OSes, without significant differences regarding destina-
tion parties. In the case of India, its third-party do-
mains that only support HTTP are significantly less
than the US in the Android platform, while they are
more than the US in the iOS platform, meaning that
the risk caused by third parties using HTTP depends
on the OS for these countries. Regarding first parties,
the domains in India and the US behave in a compara-
ble way with respect to HTTP-only destinations.
Takeaways. Previous work [25] showed correlation be-
tween old apps or older versions of existing apps and
lower HTTPS adoption, meaning that a lower trend of
HTTPS adoption in a certain market, such as we ob-
served in China, can be a symptom of apps not being
properly updated or properly actively developed. Our
results also show that a considerable percentage of do-
mains across all markets are contacted with both HTTP
and HTTPS (see Figure 2). This is consistent with the
fact that HTTPS is being increasingly adopted by new
apps, but HTTP is still supported by the same domains
for backward compatibility with old apps.

5



0.00 0.25 0.50 0.75 1.00
Jaccard Index

0.00

0.25

0.50

0.75

1.00
CD

F

Android

US-CN US-IN CN-IN

0.00 0.25 0.50 0.75 1.00
Jaccard Index

0.00

0.25

0.50

0.75

1.00

CD
F

iOS

US-CN US-IN CN-IN

Figure 1: CDF of the generalized Jaccard similar-
ity index for PII types shared to the same third
party in each country pair. OSes show a different
trend, with more similar shared PII types between US
and India to common Android third parties, and more
similar shared PII types between India and China to
common iOS third parties.

5. CONCLUDING DISCUSSION
In this paper, we wanted to answer the question: “is

mobile privacy affected differently in different parts of
the world? ”. We have found out that the answer is
in most cases yes when comparing the top 100 apps of
China and India to the ones of the US, meaning that the
region plays a key role in privacy. To better understand
these differences, we have analyzed the trends in PII
dissemination, third-parties contacted, and percentage
of HTTPS adoption across all the three markets.

We have observed that the privacy situation in China
is consistently worse than the US and India according to
all three trends: more PII is disseminated, more third-
parties contacted, with a lower level of HTTPS adop-
tion. A possible explanation for this phenomenon is
that China, due to its tight Internet control and dif-
ferent privacy regulations, has a mobile apps ecosys-
tem that is evolving differently from the US one. Not
only the apps and the third party destinations tend
to be different from the other regions we considered,
but we also observed many signals of slower adoption of
newer technologies. For example, Chinese apps are re-
sponding more slowly to the Google guidelines regard-
ing not using hardware identifiers with respect to the

Figure 2: Protocol distribution of domains con-
tacted across market. The y-axis shows the per-
centage of domains that are contacted by HTTP only,
HTTPS only or both. China has the highest HTTP
adoption across all markets.

other markets. Another trend is the low HTTPS adop-
tion, which has been correlated with old app versions in
other markets [25]. The implication of this technological
lag may go well beyond what we can measure from our
dataset. For example, apps not being updated with cur-
rent guidelines and technologies may expose the users to
other privacy and security risks we have not analyzed,
such as the presence of exploitable bugs due to the use
of outdated libraries.

For what concerns India, the privacy situation is more
similar to the US, but still worse overall. Similari-
ties can be explained by some overlap in popular apps
and third party destinations, which often tend to be
US companies (e.g., Google). Also, the additional PII
dissemination and third-party destinations we have ob-
served in India may be partially explained by the fact
that India has a less effective (and more difficult to en-
force) legislation on data protection [17]. Regarding
HTTPS adoption, differences between India and the US
are minimal: US is slightly worse than India on Android
and India is slightly worse than the US on iOS. We in-
terpret this result as a signal that, as opposed to China,
there is no obvious technological lag between US and In-
dian apps, and that the relatively small variations are
mostly due to differences in popular apps.

In conclusion, this comparative analysis has shown
significant differences across the three countries. As
we have seen, such differences can be correlated to dif-
ferences in local customs (e.g., different set of popular
apps), local legislation (e.g., Internet control and pri-
vacy laws), and technological advancement. This mo-
tivates the development of future measurement studies
taking into consideration also the regional dimension.
As a future work, we plan to extend this privacy com-
parative analysis to other countries and to other apps
selected in a different way.
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